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X.509 seclrrity services.

What is PGP? Ilxplain the three types

E*plain the diflbrent MIMII content
SiMIME.

of PGP cryptographic functions with aid o f'diagrants.
(10 Marks)

tvpes. Also explain cryptographic algoritl-rnrs Llsccl in

(10 Marks)

What are the benefits and applicatic)ns of IPsec? E,xplain.

Give the basic combination of security itssociations.

fxplain the encapsulating secllrity payload irr detail.

Lr. Explain SSL architecture along with SSL record protocol.
tr. What is SfT? Lxplairr SfT participants with neat diagrarn.

(06 Marks)
(06 Nf a rks)

(0tt M a rks)

(10 Nf arks)
(10 \Iarks)

lnformation and Network Security
'l'irne: 3 hrs. Metx. Marks:100

Note: Answer any FIVE./ull questions, selecting otleast TWO questions.fi'om each part.

PAITT - A
a. Distinguish betr,veen policies, standards and practices.

b. Explain enterprise specific and issue specific security policies.
c. Desoribe the components of contingency planning With a neat diagram.

a. Explain the different firewall processing mode.
b. Describe the diffbrent methods used in protecting remote connections.

Explain Honeypots, Honcynets and Padded cell systetns.

Describe substitution ciphers and transposition ciphers u'ith example.

Discuss various attacks on crypto systelns.
Explain the difl-erent cryptographic tools available in cryptography.

PART - I}
Differentiate between passive attacks and active affacks.

Explain the model for netr,vorks security with neat diagram.

Describe the diffbrent specific security mechanisms and pervasive

(06 Ma rks)

(06 NIarks)

(0tt Ma rks)

(10 Marks)
(10 Marks)

What is an IDS? Explain the advantages and disadvantages of network-based IDS.
(06 Marks)

Discuss the different organizational requirement and constraints while selecting IDS.
(06 Ma rks)
(0tt Marks)

(06 Marks)
(06 Ma rks)

(0tt Ma rks)

(06 NI a rks)

(06 Ma rks)

secLlrity nlcchanisnrs
(0tt Ma rks)

)k)k***


